
Alibaba Cloud Global 
Compliance Abilities
Enabling Businesses to Comply with Laws
& Regulations Worldwide

With more than 120 security compliance qualifications, Alibaba Cloud is one of the most authoritative cloud service providers in Asia.

ISO 9001

ISO 27001

ISO 27017

ISO 27018

ISO 27701

ISO 29151

ISO 20000

ISO 22301

ISO 27799

BS 10012

CSA STAR

PCI DSS

TRUSTe

SOC1|SOC2|SOC3

PCI 3DS

GxP

HIPAA/HITECH

MPAA

SEC Rule 17a-4(f)

TISAX

DPP Broadcast

DPP Production

FERPA & HECVAT

OPSAR

TPN

Europe
DPP

EU Cloud CoC
GDPR

EU-US Privacy 
Shield

USA
GxP

CIS Benchmark
SEC Rule 17a-4(f)
NIST 800-53/CSF
HIPAA/HITECH

MPAA
TPN

UAE
NESA/ISR

Australia
APRA

Hong Kong (China)
HKIA
SFC

SRAA
PDPO
HKMA

Germany
TISAX

C5
Trusted Cloud

AIC4

Singapore
DPTM

CBPR/PRP
MTCS
PDPA

OSPAR

Mainland China

Worldwide Industry Overseas

Cyberspace Administration of China

Ministry of Public Security

Ministry of Industry and 
Information Technology

State Administration for Market 
Regulation

National Cryptography 
Administration

Cloud Computing Service Security Assessment

Cybersecurity Classified Protection

China Academy of Information and Communications Technology

China Cybersecurity Review Technology and Certification Center

Commercial Cryptography Application Security Evaluation

E-government Cloud (Enhanced)      Financial Cloud (Enhanced)

Financial Cloud 
(Level 4)

Public Cloud (IaaS/
PaaS/SaaS, Level 3)

E-government 
Cloud (Level 3)

Sales License for Special 
Security Products

TRUCS Security Assessment      Big Data Security Assessment

Security Products Certification

Public Cloud Cloud Products and Services      Apsara Stack (Level 3)

Alibaba Cloud Security provides reliable security protection capabilities for global users and 
multi-modal products to meet security protection needs in multi-cloud, cloud-native, edge 
computing, and hybrid cloud scenarios.
 
Alibaba Cloud Security relies on AI intelligence and precise policy security attack and defense 
capabilities, effectively resisting 1.4TB of traffic attacks, 5.6 million QPS HTTP flood attacks 
(CC attacks), and tens of millions of web & host attacks. 

For Global Customers and Multi-modal Products

Comprehensive 
Security and 
Compliance

Alibaba Cloud security compliance capabilities help multinational companies meet regulatory 
compliance, such as classified protection of cybersecurity and data security.

For Go China Customers
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