Securing
Free
to choose

your email

Do you feel locked in by your current
email security and archiving provider?
Think fast about the service you receive from your
current provider.
• How many of the many features have you never
used?
• How quickly can you change the number of
protected mailboxes?
• How much access and control do you actually
have over your old email archives?
• When was the last time you spoke to support, or
at least someone there who wasn’t trying to sell
you something extra?
• How good is your pricing?
Wasted functionality, inflexible mailboxes and
inaccessible data are rife in today’s email security
and archiving market.

Mailsphere is different: No Lock In
At Mailsphere, we won’t ever lock you in to
anything: we think you should be free to choose
everything. We think that a new approach to email
security and archiving is needed – one that’s pure
cloud.
We’ve stripped back all the features that you’ve
never used and don’t need to give you a great email
management solution at a price that’ll be good for
your budget.
With our Pay As You Go option, there’s no minimum
number of mailboxes or contract length to commit
to past the first month. Of course, if you do want
to commit for longer, we can offer even more
attractive terms .
If you want to try Mailsphere, we won’t charge you
to move your old emails into our new archive, and
if you ever decide to leave us, we won’t charge you
to extract your archive.
We have a 24x7 help desk so you’ll always get a
human answer to your support calls.

Mailsphere: You’re Free to Choose.

Free to choose
A Security Necessity

Email security is essential for the 21st century organisation. Without an effective email security
solution in place your organisation risks being affected by the worst of the malicious activities
reported in the news today.
The recent global cyber security threat from WannaCry is believed to have begun with an email
and an attachment that should not have made it to the unfortunate recipient.
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Free to choose
Viruses and Attachments

The most obvious suspect for email
security is in attached files. Mailsphere
operates a strict default policy that
prevents any scripts or executables
being transmitted by email. This is not
a configurable option - the exceptional
cases where a script or executable
file needs
be transmitted
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Common spam
The annoyance of spam doesn’t need to be
highlighted but, while the effect it has on
us doesn’t change, the content or methods
used by the spammers is constantly being
updated.

As such it is imperative to employ
advanced spam analysis in your email
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With our Pay As You Go option, there’s no minimum
number of mailboxes or contract length to commit
to past the first month. Of course, if you do want
to commit for longer, we can offer even more
attractive terms .
If you want to try Mailsphere, we won’t charge you
to move your old emails into our new archive, and
if you ever decide to leave us, we won’t charge you
to extract your archive.
We have a 24x7 help desk so you’ll always get a
human answer to your support calls.
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Free to choose
Phishing

A common method of phishing is when the
sender pretends to be a known brand or
person known by the intended recipient.

Mailsphere uses dedicated analysis to
prevent well known brands from being
used in phishing attempts. Through
ongoing research Mailsphere has found
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Phishing comes in many shapes and
sizes but the tactics used in “CEO Fraud”
against the executive or accounting team
can be particularly challenging due to
how well engineered they are.
A typical CEO fraud will pass all content
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Mailsphere uses dedicated analysis

to prevent well known brands from
being used in phishing attempts

CEO Fraud / Whale Phishing
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In addition to these checks on the sender,
Mailsphere also applies dedicated analysis
of the email content. Four specific areas
are tested, covering over one hundred
indicators, to identify whether the content
is a type of CEO Fraud.

